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ABSTRAK 

Aplikasi web merupakan fondasi utama operasional di berbagai sektor 

strategis, namun kerentanannya terhadap serangan siber menjadi ancaman serius 

bagi keamanan data. Mekanisme pertahanan konvensional sering kali kesulitan 

menghadapi variasi serangan baru yang semakin kompleks. Penelitian terdahulu 

banyak menggunakan pendekatan Natural Language Processing (NLP) yang 

memiliki kompleksitas komputasi tinggi sehingga kurang optimal untuk 

implementasi real-time. Tujuan penelitian ini adalah untuk menentukan fitur paling 

signifikan menggunakan Feature Importance dengan algoritma Random Forest 

serta membandingkan kinerja model Tree-Based Classifier (Decision Tree, Random 

Forest, GBM, dan XGBoost) dalam mengklasifikasikan lalu lintas HTTP 

menggunakan dataset CSIC 2010. Hasil evaluasi menggunakan Stratified K-Fold 

Cross Validation dan Hyperparameter Tuning menunjukkan bahwa model Random 

Forest merupakan model yang paling unggul secara keseluruhan dengan nilai F1-

score 92,71% dan Recall 94,95% pada K-Fold = 7, meskipun membutuhkan waktu 

komputasi 289,76 detik. Di sisi lain, XGBoost menawarkan kompromi terbaik 

dengan F1-score 92% dan waktu eksekusi hanya 39,45 detik. Sementara itu, 

Decision Tree menjadi alternatif paling efisien untuk sistem yang mengutamakan 

kecepatan dengan waktu komputasi hanya 2,05 detik. Penelitian yang dilakukan 

membuktikan bahwa pendekatan Tree-Based Classifier non-NLP mampu 

memberikan performa deteksi yang kompetitif, lebih ringan, dan memiliki 

interpretabilitas tinggi, sehingga sangat optimal untuk implementasi pada sistem 

Web Application Firewall modern. 

Kata Kunci: Web Application Firewall, Machine Learning, Tree-Based Classifier, 

CSIC 2010, Feature Importance. 
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ABSTRACT 

Web applications serve as the main operational foundation of various 

strategic sectors, yet their vulnerability to cyberattacks poses a severe threat to data 

security. Conventional defense mechanisms often struggle to mitigate increasingly 

complex new attack variations. Previous research has extensively utilized Natural 

Language Processing (NLP) approaches, which entail high computational 

complexity, making them less optimal for real-time implementation. The objective 

of this research is to identify the most significant features using the Feature 

Importance with Random Forest algorithm and to compare the performance of 

Tree-Based Classifiers (Decision Tree, Random Forest, GBM, and XGBoost) in 

classifying HTTP traffic using CSIC 2010 dataset. Evaluation using Stratified K-

Fold Cross Validation and Hyperparameter Tuning demonstrated that the Random 

Forest model was the most superior overall, achieving an F1-score of 92.71% and 

a Recall of 94.95% at K-Fold = 7, despite requiring a computation time of 289.76 

seconds. Conversely, XGBoost offered the best compromise with an F1-score of 

92% and an execution time of only 39.45 seconds. Meanwhile, the Decision Tree 

model emerged as the most efficient alternative for systems prioritizing speed, with 

a computation time of just 2.05 seconds. Research that held proves that the non-

NLP Tree-Based Classifier approach provides competitive detection performance, 

is lightweight, and possesses high interpretability, making it highly optimal for 

modern Web Application Firewall implementations. 

Keywords: Web Application Firewall, Machine Learning, Tree-Based Classifier, 

CSIC 2010, Feature Importance.


